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Abstract

This work reveals the features of the administrative and legal regulation of the human right to access
the Internet in the “concept of the right to health”. It is emphasized that the basis of the legal
regulation of the human right to access the Internet in the "concept of the right to health" should be
the recognition of the principles of the priority of human rights and freedoms, adequate state control,
ensuring the choice of criteria that make it possible to realize accessibility, anonymity, and minimize
the collection and processing of personal data about the patient. The structure of Internet relations in
relation to the healthcare sector has been established, their analysis has been carried out, their object
has been established. Legal constructions have been formulated: "information", "Internet" in the
norms of international and national regulatory legal acts, as well as the terms "e-Health", "electronic
cabinet", "electronic medical information system", the author's definition of "the right to access the
Internet in the field of health care ". It has been established that the human rights to access the Internet
in the “concept of the right to health” should be attributed to the fourth generation of human rights.
The concept of "telemedicine" is formulated, their forms are disclosed, the stages of the evolution of
legislation are established, and the problems of their legal regulation in the context of human rights
are indicated. It is concluded that the consolidation of the right to access the Internet at the level of
the Constitution of Ukraine is a necessity.
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1. Introduction
In recent years, more attention has been paid to medical technologies in the world,
both in terms of the innovation processes that generate them, and in terms of the methods
of their dissemination in health systems [15] especially in the context of human rights.
Problems of public health protection and activities to preserve and improve health require
constant attention from the state. In modern conditions, a person lives in the space of
information technology, Internet use. The quality of life of a person, his health, access to
medical services depends on the availability of access to information and digital medical
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technologies. Law as a system of legal norms should provide an adequate response to these
changes in the form of appropriate regulatory regulation. As a result of all these
possibilities, a person has new rights that did not exist until now. Such rights are referred
to as the "fourth generation" of human rights. The rights of the fourth generation of a
person include all rights that have arisen as a result of scientific progress, the development
of morality, namely all the so-called "somatic rights", as well as information rights. In
Ukraine, human and civil rights and freedoms are realized and guaranteed in accordance
with the norms and principles of international law. One of these inalienable rights is the
right to health care and medical care. The Constitution of Ukraine guarantees every citizen
the right to health care, medical care and medical insurance (art. 49). The state must create
conditions for effective and affordable medical care for all citizens [5]. However, the legal
mechanisms for ensuring human rights to health care in Ukraine need to be improved,
especially the human right to access the Internet in the health sector.
The human right to access the Internet has been actualized in the 21-st century. According
to analytical studies by “We Are Social” and “Hootsuite”, the total number of Internet
users at the beginning of 2020 in the world is already more than 4.5 billion people, which
is 7 % more than last year. This is almost 60 % of the world's population. More than 5.19
billion people use mobile phones, and the number of users has grown by 124 million or
2.4% over the past year [7]. According to “Frost & Sullivan”, the global market for digital
health products will reach $ 228 billion by 2023 amid the introduction of such areas as
mobile medicine, Internet of things, telemedicine, etc. These technologies help in the
diagnosis and treatment of diseases, contribute to improving the quality, speed and
efficiency of medical services in the process of realizing the human right to access the
Internet in the health sector.
2. Literature Review
Both domestic and foreign researchers drew attention to the problems of legal
regulation of human rights in the field of health care. So‚ D. Krylova (2017) studied the
legal framework regarding the fourth generation of human rights in the context of the
relationship of legal and moral norms [19]; Popovich T.‚ & Shavarin A. (2019) examined
the content and list of components of the fourth generation of human rights [25];
Zaporozhyan, L. P., et. al. (2020) paid attention to the development of telemedicine[43];
Rudinsky‚ F. M. (2000) studied civil human rights [35]; O. Barabash, (2016) analyzed
human rights that belong to the fourth generation, and justified the need to separate them
into a separate group of human rights[3].
Also, foreign researchers studied legal issues regarding the search for information on the
Internet about health and the functioning of the electronic health care system. Thus,
Reglitz M. & Rudnick A. (2020) point out that digital mental health services have become
an effective alternative to personal treatment [34]. Nair A. (2006) drew attention to the
problem of protecting children from the potential dangers of the Internet environment
has led to various attempts to legislate content on the Internet. [23]. Powell, J. A., et. al.
(2003) indicate that the Internet is increasingly being used to provide healthcare services
[32]. Craan F., & Oleske D.M. (2002) examined the various criteria needed to evaluate
information on a medical website and pointed out that there are currently no standards for
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the validity of information published on the Internet [6]. Yigzaw, K. Y., et. al. (2020)
points out that Internet search for health information strongly influences subsequent
health-related behavioral decisions [42]. However, the relative human right to access the
Internet has not been studied in the “concept of the right to health”, which indicates the
relevance of this study.
3. Methodology and Research Methods
In the process of this study, a set of methods and techniques of scientific
knowledge was used, both general scientific (dialectical, logical) and special (documentary
analysis, comparative legal). The use of which in conjunction made it possible to achieve
the set goal of this work, to ensure the completeness and comprehensiveness of
understanding the subject of this article, as well as the scientific reliability and
persuasiveness of the results obtained. As a general scientific method, this work used the
dialectical method of scientific cognition, which made it possible to carry out a systematic
analysis of the legal regulation of the human right to access the Internet in the “concept
of the right to health”. With the help of the historical and legal method, the prerequisites
for the emergence and formation of "telemedicine" as a method of providing medical
services have been determined. With the help of the method of comparative jurisprudence,
the methods of the logical method, the advantages and disadvantages of the introduction
of "telemedicine" are revealed. The structure of Internet relations in the healthcare sector,
the establishment of its object and subjects have led to the use of a number of scientific
approaches: fundamental, organic unity of theory and practice, a combination of critical
and rational (unity of a logical and systemic approach).
4. The Human Right To Access the Internet in the Healthcare Sector as an Object
of Legal Regulation
The development of the Internet has raised topical issues of administrative and
legal regulation of health care relations arising between Internet users and the state. In
Ukraine, access to the Internet in the healthcare sector is not one that is guaranteed by the
state on an equal basis with other human rights. That is, situations may arise when Internet
access in the healthcare sector may be limited, especially among the population of rural
areas.
The mechanism for ensuring human rights to access the Internet in the concept of "human
right to health" forms legal principles, norms, legal guarantees, as well as conditions and
requirements for the activities of state authorities, local governments, their officials,
citizens, which together ensure compliance with, implementation and protection of the
rights of citizens in the provision of medical services. The basis of the national legislation
of Ukraine on human rights in access to the Internet in the concept of "human right to
health" is the Constitution of Ukraine [5], which enshrines fundamental human rights,
establishes a mechanism for their protection by regulating the activities of the highest
bodies of state power and local self-government bodies
In accordance with Article 6 of the Fundamentals of Ukrainian Legislation on Health Care,
every citizen of Ukraine has the right to health protection which implies: (1) the standard
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of living, including food, clothing, housing, medical care and social services and supplies,
which is necessary to maintain human health; (2) environment safe for life and health; (3)
qualified medical and rehabilitation assistance, including the free choice of a doctor and
rehabilitation specialist, the choice of treatment methods, the choice of a health care
institution; (4) reliable and timely information about the state of their health and the health
of the population, including existing and possible risk factors and their degree; (5) legal
protection against any illegal forms of discrimination related to health conditions; (8)
compensation for harm caused to health; (9) appeal against unlawful decisions and actions
of employees, institutions and health authorities; (10) informing about the available
medical and rehabilitation services using telemedicine and telerehabilitation. Citizens of
Ukraine who are abroad are guaranteed the right to health protection in the forms and
volumes provided for by international treaties in which Ukraine participates. [10]. The
realization of the human right to access the Internet in the healthcare sector in Ukraine is
in the process of its development. So, in 2007, the Law of Ukraine "On the Basic Principles
of Development of the Information Society in Ukraine for 2007-2015" was adopted, which
directly outlines the main tasks of Ukraine in creating conditions for building an
information society and ensuring computer and information literacy of the population. In
Geneva in 2003, the Declaration of Principles "Building the Information Society - a Global
Challenge in the New Millennium" was adopted. This act contains the main directions for
the further development of the global information society. [4].The concept for the
development of the digital economy and society of Ukraine for 2018-2020 provides for
the active development of digitalization. [27]. In 2019, WHO has developed a draft global
digital health strategy 2020–2025. The main goal of this strategy is to strengthen health
systems through the use of digital health technologies for consumers, health professionals,
health professionals and the entire health sector to empower patients and realize the
concept of health for all. [11]. So, human rights and freedoms and their guarantees
determine the content and direction of the state's activities in the digital health of the
population.
There is no single point of view in scientific sources regarding the understanding of the
term “the right to health care” and “the human right to a person's access to the Internet
in health care”. Let's consider its components. In the legal literature, the term "health care"
is considered in both broad and narrow sense. In the first version, it is a set of measures
of a political, economic, legal, social, cultural, scientific, medical, sanitary-hygienic and antiepidemic nature, aimed at preserving, strengthening and restoring the physical and mental
health of each person and the people of Ukraine as a whole, aimed at maintaining longterm active life of a person, providing him with medical assistance in case of loss or
deterioration of health. In the narrow sense, the term "health care" should be understood
as a system of legal, socio-economic and treatment-and-prophylactic measures and means
aimed at preserving, strengthening and restoring the physical and mental health of a
person. In accordance with Article 1 of the Law of Ukraine "Fundamentals of Ukrainian
Legislation on Health Care", the term "health care" is a system of measures aimed at
preserving and restoring physiological and psychological functions, optimal working
capacity and social activity of a person with the maximum biologically possible individual
life expectancy. Such activities are carried out by (1) state and local government bodies,
their officials, health care institutions; (2) natural persons - entrepreneurs, and received a
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license for the right to carry out economic activities in medical practice; (3) medical and
pharmaceutical workers, rehabilitation specialists, (4) public associations and citizens[10].
Based on the foregoing, the concept of "health care" should be understood as a system of
legal, socio-economic and treatment-and-prophylactic measures and means, which are
aimed at preserving, strengthening and restoring the physical and mental health of a
person.
According to Art. 1 of the Law of Ukraine "On Telecommunications" the concept of
"Internet" is a global information system of public access, which is logically connected by
the global address space and is based on the Internet protocol defined by international
standards. Also in this regulatory legal act the term "information" is defined as information
presented in the form of signals, signs, sounds, moving or still images or in another
way[30]. For example, the 1998 US "Children's Online Privacy Protection Act" refers to
the Internet. The "Internet" is the interconnection of many computers and
telecommunications facilities, including hardware and software, to form an interconnected
international network of networks that is based on an internetworking protocol. The
concept of "Internet" in the literature is usually called "computer network", or
"information network", or "telecommunications network" and also apply to it such terms
as: "virtuality", "virtual space", "virtual environment", "cyberspace" . So ‚ Malakhov
(2001) have a legal definition of the Internet, it consists of four interrelated elements: (1)
The Internet is an information computer network, consisting of separate information
computer networks, united on the basis of a single Internet protocol; (2) the Internet is an
information space; (3) the Internet is the virtual habitat of the subjects of society, in which
real social relations arise, develop and stop between the subjects of society, objectively
existing in the real physical world; (4) the Internet is a set of informational public relations
available in a virtual environment[20].
The Law of Ukraine "On Information" specifies the concept of "information".
Information is any information and / or data that can be stored on tangible media and
reflected in electronic form. In addition, in Ukraine, the right of everyone to information
is enshrined at the constitutional level (Articles 31, 32, 34, 35 of the Constitution of
Ukraine). In particular, part 2 of Art. 34 of the Constitution of Ukraine provides for the
right of everyone to freely collect, store, use and disseminate information orally, in writing
or in any other way - at his choice. According to UNESCO, information is "a universal
substance that permeates all spheres of human activity, serves as a conductor of knowledge
and thoughts, an instrument of communication, mutual understanding and cooperation,
asserting stereotypes of thinking and behavior"[14]. Thus, every citizen of Ukraine has the
right to freely collect, store, use and disseminate information orally, in writing or in any
other way.
The majority of research experts consider the Internet space as an integral part of the
information space, as a means of exchanging social information, as a carrier of a specific
culture. It is necessary to support the point of view of I. M. Rassolov (2003) that the
Internet law is currently permissible to be considered as "a new independent direction of
legal science, including the theory of law and state." At the same time, "the subject of study
of Internet law is a set of legal norms that regulate relations in the virtual space and contain
prescriptions that relate to information activities on the Internet in general." Regarding the
place of Internet law in the legal system, it can be considered as a complex legal institution,
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since in it, in certain cases, “the same social relations are regulated by the norms of various
branches of law [33]. It should be noted that among specialists (primarily in the technical
sphere) there is an extremely negative attitude towards the very idea of legal regulation of
relations arising in the Internet environment. The Cyberspace Declaration of
Independence was even circulated online (by John Barlow) [18], which proclaimed the
right to freedom of the Internet space and the principle of non-interference of states in
the regulation of Internet relations. There is a point of view of other authors-researchers
that the Internet in general is not a subject of law, since it is not an international
organization or a legal entity or any other organized structure in general. The Internet as a
whole is not an object of law, since there is no single specific owner of the network, and
in general there is no subject who would control a significant part of the network. In
addition, the Internet as a whole is not a mass media, since the owner of the information
resource does not take any active steps to deliver information to the consumer [2]. We
support the author's point of view that the experience of legal regulation of social relations
in the material world should be the basis for legal legal relations made using Internet
technologies. But it should be aimed primarily not at providing additional powers to the
state, but at ensuring basic human rights. The basis of such regulation should be the
recognition of the principles of the priority of human rights and freedoms, adequate and
justified state control, ensuring the choice of options that allow anonymity, minimizing the
collection and processing of personal data [27].
So, regarding the legal regulation of public relations arising on the Internet in the
healthcare sector, there are various scientific approaches. From a complete denial of the
need for legal regulation of public relations on the Internet in the healthcare sector to the
creation of special legislation that would regulate such relations. However, the emergence
and rapid development of commercial relations on the Internet in the healthcare sector,
the creation of conditions for free wide access of patients to electronic medical services,
the problems of patient access for a personal appointment with a doctor, in connection
with the introduction of quarantine measures to counter the COVID-19 pandemic, as well
as active development of the provision of paid medical electronic services, the need to
regulate the circulation of digital health technologies in the aspect of protecting the
intellectual property rights of such technologies. The above factors indicate the
appropriateness of the legal influence of the state on the regulation of public relations in
the Internet of health care.
The structure of Internet relations in relation to the healthcare sector contains the
following components: subjects, objects, subjective rights and obligations, information,
technical means. From our point of view, legal relations on the Internet regarding the
healthcare sector are a kind of information relations. Let us analyze the individual elements
of the composition of Internet legal relations in the field of healthcare. So, the subjects are
participants in the Internet health relations. The subjects include: (1) legal entities
(providers, telecom operators; service providers that provide access to the Internet; host
providers, developers of cross-border information networks) individuals (for example,
citizens of Ukraine - consumers of medical information). About the object of Internet
relations in the field of healthcare. In the theory of state and law, the object of legal
relations is what the subjective rights and legal obligations of its participants are aimed at.
In information law: the object of legal relations in the information sphere is information,
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or the result of the behavior of a participant in a legal relationship (provision, receipt, nondisclosure of information, etc.) [24]. Based on the foregoing, the object of Internet legal
relations in the field of healthcare is what the subjective rights and legal obligations of its
participants in this area are aimed at. This is information, or the result of the behavior of
a participant in Internet relations directly related to medical information. In fact, such
behavior of participants in Internet relations in the healthcare sector arises in relation to
information or legally significant results of actions (inaction) with information
(transmission, receipt, non-disclosure of medical information). This behavior must be
regulated by the rule of law. It should be noted that subjective law in the Internet sphere
is a type and measure of possible or permitted behavior of subjects of Internet relations
guaranteed by the norms of law [33]. From our point of view, the human right to the
Internet in the health sector is to ensure the actions of Internet users in the framework of
Internet relations in the health sector, which are governed by the relevant legal norms.
There is no single list of the fourth generation of human rights in the literature. The fourth
generation of human rights is the most criticized at the present stage of social and legal
development of mankind. According to F. M. Rudinsky (2000), the rights of the fourth
generation should protect a person from threats associated with experiments in the field
of human genetic inheritance, that is, these are such human rights associated with cloning
and other discoveries in the field of biology [35]. A. B. Vengerov (2000) calls the fourth
generation the rights of mankind: the right to peace, nuclear safety, space, environmental,
information rights, etc. [40]. We agree with those researchers who, in the fourth generation
of human rights, single out the human right to access the Internet, namely D. Krylova
(2017) [19]; Popovich T. & Shavarin A. (2019) [31] and etc. Thus, human rights of the
fourth generation are an independent legal category, corresponding to the modern interests
of the individual and his needs. These rights are closely related to the physiological
existence of a person, and depend on the development of medical technologies and society
as a whole. They are a new phenomenon for all branches of law and require legislative
consolidation and the creation of a clear regulatory mechanism. The right to access the
Internet in healthcare is a fourth generation of human rights. Realization of this human
right may include: (1) the right to free internet access in healthcare, (2) the right to free
speech on the internet in healthcare, (3) the right to protect privacy and personal data on
the internet in health care.
In international documents and also regulatory legal acts, some aspects of the human
right to a person's access to the Internet in the field of healthcare are regulated. So, in
order to comply with the standards of dissemination of information on the Internet in the
field of health care, documents adopted by the UN, Council of Europe, OSCE and other
international organizations are relevant. In this context, it should be pointed out that on
July 6, 2012, the UN Human Rights Council recognized that the right to access the Internet
should be protected and a resolution was adopted in which it noted that the same rights
guaranteed for a person offline should be protected in online. In particular, this freedom
of expression is applied regardless of borders and by any media chosen by a person in
accordance with Article 19 of the Universal Declaration of Human Rights [39] and the
International Covenant on Civil and Political Rights [16].
In the practice of the European Court of Human Rights, the issue of Internet access
became the subject of a separate study back in 2012. In the case of Ahmet Yildirim v.
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Turkey, the ECHR Chamber judgment, case Ahmet Yildirim v. Turkey (application no.
3111/10) [1] it was noted that “the right of unhindered access to the Internet should also
be recognized”. Okinawa Charter of the Global Information Society (July 20, 2000)), stated
that the state must guarantee such conditions for the development of society, ensuring the
creation of a global information society[25]. The Geneva Declaration of Principles
(December 2003) identified the need to regulate the Internet, as “the Internet has become
a publicly available global tool and governance of its use should be one of the main issues
on the agenda of the information society”. This international document declares only
provisions on Internet governance, which is carried out by the state, but does not provide
for a provision on granting everyone the right to access the Internet (it only states that
“civil society has also played an important role in the affairs of the Internet, especially at
the community level, and should continue to play such a role ")[4]. For example, Estonia
recognized the right to access the Internet as an inalienable human right back in 2000,
adding it to the legislative list of guaranteed public telecommunications services for its
citizens. Finland set a minimum allowed connection speed of 1 Mb / s in 2009. Greece in
2011 amended the Constitution with Article 5A and made it an obligation to facilitate
access to information provided online [9]. In 2015, the legislation of Ukraine registered
the draft Law of Ukraine “On Amendments to the Civil Code of Ukraine (regarding
ensuring the right of an individual to access the Internet)”, which proposes to supplement
Art. 302 Civil Code of Ukraine with the following lines: “An individual has the right to
access the Internet. An individual's right to access the Internet cannot be restricted.
Restricting access to certain data contained on the Internet is possible only on the basis of
a court decision on the illegality of such data”. From our point, this bill should be adopted.
In 2016, the Council of Europe adopted the Internet Governance Strategy for the period
2016-2019. The Strategy is a multidisciplinary tool that covers issues related to content,
services and devices connected to the Internet, including relevant aspects of its
infrastructure and functioning that may affect human rights and fundamental freedoms.
Particular attention is paid to ensuring online safety for everyone, and respecting and
protecting the human rights of everyone in the digital world. [17].
5. Electronic Health Care System in the Implementation of the Human Right to
Access the Internet
At the junction of Internet technologies, mobile devices, new methods of
communication and the need to expand the availability of medical services, a new direction
has emerged in the health care of Ukraine ‒ Electronic health care system. The legal basis
of (e-Health) and administrator (e-Zdorovya) is based on the following regulatory legal
acts, as: Laws of Ukraine "On state financial guarantees of medical services for the
population", "Fundamentals of Ukrainian legislation on health care", "On information" ,
"On the protection of personal data", "On the protection of information in information
and telecommunication systems", "On electronic documents and electronic document
management." Thus, the procedure for the functioning of the electronic health care system
is regulated by the Resolution of the Cabinet of Ministers of Ukraine dated April 25, 2018
No. 411 "Some issues of electronic health care" [36].
Leading UN health and telecommunications agencies, WHO and the International
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Telecommunication Union recognize the importance of development and collaboration
on e-health. In modern conditions, the electronic health care system of Ukraine provides
the conclusion of electronic declarations with family doctors, the issuance of electronic
prescriptions under the "Affordable Medicines" program and electronic referrals,
maintenance of an electronic medical record.
The concept for the development of e-health was approved by the order of the Cabinet
of Ministers of Ukraine dated December 28, 2020 No. 1671-р e-Health understands as an
ecosystem of harmonious and mutually acceptable information relations of all participants
in the medical environment of the state, based on the cost-effective and safe use of
information and communication technologies aimed at supporting the health care system
, including medical services, preventive health surveillance, medical literature and medical
education, knowledge and research. Also, the legal structure of "e-Health" is defined in
Art. 1 of the Law of Ukraine "On state financial guarantees of medical care for the
population", namely: the electronic health care system is defined as an information and
telecommunication system that provides automation of medical services accounting and
medical information management by creating, posting, publishing and exchanging
information, data and documents in electronic form, in which includes a central database
and electronic medical information systems, between which automatic exchange of
information, data and documents is provided through an open program interface [28]. This
Law discloses the content of the term "medical records" - as information on the patient's
medical care or its results, set out in a unified form in accordance with the requirements
established by law. The Resolution of the Cabinet of Ministers of Ukraine dated April 25,
2018 No. 411 "Some issues of e-health" defines the terms "central database", "electronic
medical information system", "electronic cabinet", "electronic medical record". For
example, an electronic cabinet is a personalized web page or interface with which the user,
in accordance with his access rights, has the ability to create, view, exchange information
and documents in the electronic health care system in accordance with this regulatory legal
act; an electronic medical information system is an information and telecommunication
system that allows you to automate the work of business entities in the healthcare sector,
create, view, exchange information in electronic form, including with a central database (if
connected).
The structure of e-health includes (1) a central database and (2) electronic medical
information systems, between which an automated exchange of information, data and
documents is provided through an open software interface. The task of e-health is to
ensure the possibility of using electronic services by patients to exercise their rights under
the program of state guarantees of medical services for the population, automating the
accounting of medical services and managing medical information, introducing electronic
document management in the field of medical services for the population under the
program of medical guarantees[36].
eZdorovya - administers the e-Health Central Database and controls its development in
Ukraine. In general, e-Health is a set of information services in the field of health care and
everyday life of a person to maintain and strengthen health and create conditions for a
quality life. eHealth covers the information space of various sectors of healthcare - medical
practice, management of medical institutions, medical law, pharmaceuticals, information
services for patients, etc. [22]. The e-Health system consists of (1) central and (2) peripheral
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components. The central component, which includes the national medical registers of the
Ministry of Health of Ukraine, classifiers, data storage and interoperability, is a specialized
software product for obtaining the necessary information from medical institutions in the
field. All medical institutions, regardless of the form of ownership or type of management,
which will provide services to patients for budgetary funds, as well as family doctors will
be required to register in the central component of e-Health of the Ministry of Health of
Ukraine and report on the volume and quality of medical care provided[22].
Regarding "Helsi". So ‚" Helsi "is an electronic medical system, created and cooperates
with patients, doctors, public and private medical institutions, pharmaceutical companies,
insurance companies. The goal of Helsi is to ensure that any doctor, public or private, has
the opportunity to easily, efficiently and affordably provide his services, and the patient,
accordingly, quickly and comfortably realize his rights and needs. More than 2 million users
sign up to the doctor every month through the Helsi system. Through the system, 15.6
million declarations have already been concluded between doctors and patients in Ukraine.
The product is used by more than 16,000 doctors throughout Ukraine. The system works
in more than 1400 medical institutions[12].
6. Telemedicine as an Opportunity to Realize the Human Right to Access the
Internet: forms And Concepts, Development of Legislation
With the development of the Internet in the health care of Ukraine, telemedicine
technologies received a new stage of development. For the first time, the use of
telemedicine on a global scale was identified in Resolution WHA58.28 “eHealth /
eHealth”. In the International Society for Telemedicine and eHealth, the term
“telemedicine” is defined as the use of electronic information and communication
technologies to provide and maintain health care when participants are at a distance from
each other. WHO has presented its definition of "telemedicine". Telemedicine is the
provision of healthcare services in an environment where distance is critical, by healthcare
professionals using information and communication technologies to exchange relevant
information for the diagnosis, treatment and prevention of diseases and injuries, conduct
research and assessments, and provide continuing education for healthcare professionals.
for the improvement of public health and the development of local communities [41].
In accordance with Article 1 of the Law of Ukraine "Fundamentals of Ukrainian
Legislation on Health Care" Telemedicine is a set of actions, technologies and measures
used in the provision of medical care using remote communications for the exchange of
information in electronic format [10]. The main objectives of telemedicine are: (1) ensuring
the provision of medical care to the patient when distance is a critical factor in its provision;
(2) maintaining medical secrecy and confidentiality, the integrity of medical information
about the patient's health; (3) creation of a unified medical space; (4) assistance in
improving the quality of care and streamlining the organization and management of
healthcare; (5) formation of systematic approaches to the implementation and
development of telemedicine in the health care system [26].The use of telemedicine
produces positive results for both patients and doctors. For patients, it becomes possible
to conduct remote consultations, consultations (teleconferences) by narrow specialists in
geographically remote medical institutions, reduce the time of examination, accelerate the
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transfer of information about the results of examinations between various specialized
clinics without the need to transport the patient (especially in emergency conditions) [43].
The provision of medical services with the use of telemedicine is carried out through the
use of the following forms: (1) telemedicine consultation (2) telemedicine consultation (3)
telemetry (4) home teleconsultation (5) performing medical manipulations and operations.
When they are carried out, using electronic and software tools, they can be recorded,
including audio, video, as well as the parameters of medical equipment (Article 35) [10].
These terms should be understood as: (a) telemedicine consultation is a process of
discussing a clinical case using secure telecommunications and other computer
information, software and hardware in order to make the doctor the most optimal and
timely clinical decision; (b) telemonitoring - the process of a single or extended
examination of a patient using electronic diagnostic devices in real time or periodically
transmitting data to a consultant for the purpose of accumulating, analyzing medical
information on physiological function and taking appropriate actions to provide medical
care; (c) telemetry - a set of technologies that allow remote measurement, collection and
transmission of information about the performance indicators (physiological functions) of
the patient's body; (d) home teleconsultation - the process of constant monitoring of the
health of an individual patient, family or small group, which includes periodic sessions of
telemonitoring, telemedicine consultation[29].
About the development of telemedicine. In 2007, the State Clinical Scientific and Practical
Telemedicine Center of the Ministry of Health of Ukraine was established. Since 2009, this
Center has been implementing a project to create a telemedicine network in Ukraine,
thanks to which telemedicine consulting and the exchange of experience of doctors have
been established. During 2012-2014, only 9 healthcare institutions implemented
telemedicine projects. In October 2015, the Ministry of Health of Ukraine issued Order
No. 681 “On Approval of Normative Documents on the Use of Telemedicine in the
Healthcare Sector”, which spelled out the Procedure for organizing medical care at the
primary, secondary, tertiary levels with the use of telemedicine. The regulation on the
telemedicine office was approved [26]. In September 2016, the Cabinet of Ministers of
Ukraine made changes to the "List of paid services provided in public health institutions
and higher medical educational institutions." The list of a number of services includes
medical services using telemedicine. In particular, laboratory, diagnostic and advisory
services for citizens, medical assistance to patients at home. In November 2017, the
Ukrainian parliament adopted the law "On improving the availability and quality of
medical care in rural areas", one of the directions is the introduction of modern
technologies using telemedicine.
The need for the development of telemedicine is evidenced by the order of the Ministry
of Health of Ukraine dated 03.23.2020 No. 698 "Temporary measures in healthcare
institutions in order to ensure their readiness to provide medical care to patients with acute
respiratory disease COVID-19 caused by the SARS-CoV-2 coronavirus." In particular, the
order recommends to health care institutions: to ensure the temporary termination of
planned hospitalizations of patients; take measures to increase the proportion of medical
care using telemedicine[38]. In March 2020, the telemedicine platform "doctor-patient"
Telemed24, free for patients, began to work actively in Ukraine. The patient can, through
the Medcard24 mobile application, sign up for an online consultation with a doctor, which
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takes place in the format of a telephone or video link. Telemed24, an online patient
consultation platform, transfers data to the Electronic Health System of Ukraine (eHealth).
The Telemed24 telemedicine platform allows you to book a patient for an online
consultation (even a phone call) to a doctor at a specific time; conduct a video chat,
prescribe treatment, write an electronic prescription, send for diagnostics, set up a calendar
for monitoring objective and subjective health indicators, as well as record it in an
electronic medical record and send an episode to eHealth; remotely conclude a declaration
with a patient who needs medical assistance[13].
The key issues of telemedicine regulation include the protection of medical information,
the responsibility of all parties to this process, licensing and the status of a consultant,
informed consent of the patient, and logging of telemedicine activities. These aspects have
national characteristics, are regulated by various regulatory legal acts, both at the state and
regional levels [21]. Also, when providing telemedicine services, the preservation of
personal, medical secrets and other secrets provided for by law, as well as the
confidentiality of personal data, must be ensured. When introducing telemedicine, it is
necessary to solve the following tasks: 1) determining the direction of medical
consultations when using telemedicine; 2) the choice of the legal framework; 3)
development of a security policy with the definition of telemedicine participants, the
distribution of their rights and the corresponding cryptographic means of protecting
information; 4) selection or development of new hardware and software, taking into
account the characteristics defined above; 5) development of a system for the selection of
experts; 6) testing and verification of the created telemedicine[8].The next problem
concerns telemedicine hardware and software. In particular, it is necessary to take into
account their cost, that is, they should be economically profitable not only for commercial,
but also for public medical institutions. In addition, the firmware should provide an
interface for users, including doctors and patients.
7. Conclusions
The modern concept of the human rights to Internet access in health care is in
the process of development at the national level. In international law, the human right to
access the Internet is understood as one of the inalienable human rights. Securing the right
to access the Internet at the level of the Constitution of Ukraine is a necessity. Securing
the right to access the Internet in the field of health care in the legislation of Ukraine,
provided by the state, will contribute to the implementation of other constitutional rights
and freedoms of man and citizen. The right to access the Internet should be considered as
a derivative right within the framework of the “right to health” and provided for in Article
6 of the Fundamentals of Ukrainian Legislation on health care. The right to access the
Internet in health care is closely related to the right to free access and freedom of
information, as well as the right to personal data protection.
In Ukraine, such systems as "E-Zdorovya" and "e-Health", as well as "Helsi", which
includes the use of electronic prescriptions and medical records, electronic medical
histories of patients, are being actively implemented. These processes require additional
regulations that will regulate the development of such healthcare technologies in
accordance with international standards. e-Zdorovya - administers the e-Health Central
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Database and controls its development in Ukraine. The e-Health system consists of (1)
central and (2) peripheral components. E-Health includes (1) a central database and (2)
electronic health information systems. "Helsi", is an electronic medical system that
cooperates with patients, doctors, public and private medical institutions, pharmaceutical
companies, insurance companies.
The possibility of exercising the right to access the Internet in the implementation of
medical services is the introduction and development of telemedicine in Ukraine.
Telemedicine in Ukraine is now only at the stage of formation. The right to medical
services with the use of telemedicine is exercised in telemedicine offices operating as part
of health care institutions in Ukraine. Telemedicine services are provided through the use
of the following forms: (1) telemedicine consultation; (2) telemedicine council; (3)
telemetry; (4) home teleconsultation; (5) performing medical procedures and operations.
The legal aspects remain unresolved regarding the development of a security policy and
appropriate cryptographic means of protecting information, especially the protection of
personal data, ensuring and maintaining personal, medical secrets, protecting intellectual
property rights on the Internet, and there is also a need to develop legal mechanisms of
state control over activities private companies - operators of the Medical Information
System of Ukraine.
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